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HEALTHCARE CHALLENGES: CYBERSECURITY, GOVERNANCE, COST

TELEHEALTH - REMOTE ACCESS Patient care -

Continuous Access Flexible patient care -
Anywhere, Anytime Secure Data sharing EMR
& Contextual Communication Collaboration

Across disciplines

Budget Constraints

¢ Funding limitations
Investment constraints.

¢ Cloud & Digital
Transformation Legacy
Systems.

e |nfrastructure Upgrades
Staffing Productivity.

)

Legacy Systems

® Legacy apps vs Saas Saas
& digital transformation.

e Governance
transformation.

¢ Siloed technologies
Critical systems hosted on
legacy infrastructure.

Compliance and
Regulations

Complex regulatory and
compliance requirements HIPAA
Compliance Uniform, enterprise-
wide policy compliance,
enforcement and auditing.
Resource intensive

Eliminate fragmented User
Experience.

Bring Your Own Device (BYOD).
Role based Contextual
Collaboration and Automation.

Data Management

Data governance and
security is fragmented
Overlapping technologies
Many categories of data
mixed and untagged
Governance strategies
predate Al.

Hybrid work & BYOD Faster,
More Effective Disaster
Recovery.

CLOUD - DIGITAL ADOPTION

Reduced Datacenter Ownership Increased
adoption of SaaS Based Services Expansion of
Shared Services Streamline Patient Care and
efficiency Service Innovation

\%

Cybersecurity
Threats

Fragmented, siloed cyber
technologies Contextual
Security & Access Control
Cyber security &
Ransomware.

Endpoint Management
Audit and forensics.
Hybrid work & BYOD.
Uniform, enterprise-wide
policies automated
workflow.
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WHAT IS THE SECURE CLOUD WORKSPACE?

Secure cloud workspace's cyber platform provisions, manages, and optimizes Azure and
AWS environments for hybrid work, specializing in compliance, governance and security:

e Comprehensive suite of security,
compliance and data governance services

e Secure perimeter data enclaves

e Centralized provisioning, management,
and cost optimization

e Expanding hybrid multi-cloud security
services
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WHAT THE SECURE CLOUD WORKSPACE DOES

The secure cloud workspace uniquely combines secure perimeter data enclaves, cutting-
edge cybersecurity services and VDI enabling solution providers to quickly provide
comprehensive hybrid work services delivered through fully- managed secure perimeter data
enclaves specializing in security, compliance, and data and Al governance

Secure perimeter establishes the following:

The system operates within a tightly governed and secured SOC2-Type 2 and SO 27001-
compliant cloud infrastructure, featuring fully integrated virtual desktops. Access is strictly
imited to authorized individuals, who may only interact with permitted data—whether file-
based or networked—through approved applications and infrastructure components. This
setup ensures a high-integrity audit trail that records all permissions and inferactions, thereby
enabling comprehensive auditability of all acftivities conducted within the secure enclave.

MINDC?*®RE

EEEEEEEEEEEE

POWERED BY:



ALL-INCLUSIVE: END TO END CYBER SOLUTION
FOR HEALTHCARE

Integrated Remote-access
Platform

e Fully integrated cloud hybrid
work platform Auditable,
Secure access to Applications
and Data Browser isolation for
controlled access to SaaS Apps
and verifiable welsites.

e Consistent policy rules and
education services Integrated
with Microsoft suite including
Infune, EntralD, Azure Virtual
Desktop.

Flexible, integrated,
secure perimeter

e Integrated VDI inclusive

of Computer.
e Secure access to
Applications and Data.
e Allows for 1 to 100K
secure Desktops,
scalable to Campus.

Secure, Compliant and

Auditable

Centralized policy
enforcement, monitoring
and reporting.

Secure end-to-end
password management
and zero-frust access
conftrol.

Integrated MFA,
ransomware

protection Supported with
full auditable and activity
tracking/ recording

End point Isolation.

Centralized Security, Management,
Provisioning and Cost Optimization

Centralized management of
virtualization infrastructure.

Centralized, uniform policy
management.

Perform remote actions and troubleshoot
with real-time session visibility reports.
Proactively manage desktops and
applications to ensure best User
experience and eliminated downtime.
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DATA ENCLAVES: HIGHLY-RESTRICTED ZONES IN THE CLOUD

HIGHLY-RESTRICTED ZONES (HRZ) TO SECURE AND GOVERN ACCESS TO SENSITIVE DATA, APPS AND
NETWORKS ( ISO 27001, SOC 2 TYPE 2, GDPR, PCI-DSS,HIPAA, FINRA, OSFI, 23 NYCRR 500, SEC, SOX, NIST 2.0)

e Comprehensive suite of
security and cyber services.

e Centralized management,
provisioning and cost
optimization.

® |ntegrated infrasfructure
and virtual desktop.

e Hybrid-connectivity.

e Third Party integration.

Secure Virtual Room

Employee

Contractor

-

Router Firewall
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FLEXIBLE SECURE HYBRID WORK AND DATA GOVERNANCE

Staff, Mobile,

DERMPLS CLASSROOM

Y DEGAMITATION

Remote or Traveling Staff
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Finance
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Al, DATA
GOVERNANCE

A

3RD PARTY
DEVELOPERS

A

CONTRACT DATA
ADMINISTRATORS

BCDR SERVICE

—

/a

SECURE CLOUD WORKSPACE MANAGER 3.0
HEALTHCARE SERVICE PROVIDER

CLOUD A AZURE- REGION A,

AZ A CLOUD B AZURE - REGION B,

AZB BCDR-REGIONC, AZ C

REMOTE
STAFF

o
3
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CENTRALIZED SOLUTION

Immediate Enterprise
Secure Perimeters (ISO
27001, GDPR, SOC2 Type?2,
PCI-DSS, HIPAA, FINRA, Zero
Trust, more).

Cenfralized management,
provisioning and cost
optimization Compute
Included.

Azure Marketplace.

ACR Accelerator, MACC.

Azure

..| Security
o Lok Center/

AVD

Defender

VDI/DaaS Hybrid

Intune-
MSIX

EntralD

-
—_

m Microsoft 365

MINDCORE SECURE PERIMETER PLATFORM

= Microsoft Azure

Azure
Cloud

Azure Al

Operational
Storage

SECURE CLOUD WORKSPACE AND MICROSOFT AZURE
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BETTER TOGETHER

CYBERSECURITY CORE FOCUS

HYBRID REMOTE

Enterprise Secure Enclaves MINDCORE MICROSOFT [ crowosmsce | 42 paloalto | £ okta | splunk | proofpoint [ netskoe | #zscaer | CilTIX | VMWare Google | A& Azure
Integrated Secure AVD b X X X b 4 b 4 b 4 X X X X
Azure Compute Included N/A b 4 ) b b 4 x x X N/A
Microsoft 365 Integration N/A b x b 4 X b b b 4 N/A
BCDR Vendor-Managed Service

with Integrated SecureAvD N!A x x x x
Comprehensive Regulatory

Compliance, Forensics &Audit x x X X x x x X

Privleged Access Management % b 4 b4 % ® b4
RemoteApp & MSIX App

Attach Offerings X X X X X X

Includes MicrosoftOS Licensing x X X

Al Governance b 4 b b x X X X

Integrated Entra ID - SAML Identit

Mc?r?ogeemenf ; o x x x x x x x
Marketplace, ACR Accelerator 2 ) 4 2

& MACC Eligible

AVD Integrated, unified, and N/A ) 4 b 4 4 b4 X
automated policies
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SAMPLE MANAGED SERIVCES / USE CASES:

SECURE HYBRID WORK

P

RIVILEGED ACCESS MANAGEMENT (PAM)

CYBERSECURITY AND ZERO-TRUST

B

USINESS CONTINUITY AND DISASTER RECOVERY

Al DATA GOVERNANCE
SELF-SERVICE TRANSFORMATION
AUDITOR AND DUE-DILIGENCE ENABLEMENT

P
E
P
B

ENTESTING AND RED-TEAM ENABLEMENT
NGINEERING AND GRAPHICS WORKSTATION
ROVISIONING

USINESS CONTINUITY AND DISASTER RECOVERY
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