WHAT IS THE SECURE CLOUD WORKSPACE?

Secure cloud workspace's cyber platform provisions, manages, and optimizes Azure and
AWS environments for hybrid work, specializing in compliance, governance and security:

e Comprehensive suite of security,
compliance and data governance services

e Secure perimeter data enclaves

e Centralized provisioning, management,
and cost optimization

e Expanding hybrid multi-cloud security
services
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WHAT THE SECURE CLOUD WORKSPACE DOES

The secure cloud workspace uniquely combines secure perimeter data enclaves, cutting-
edge cybersecurity services and VDI enabling solution providers to quickly provide
comprehensive hybrid work services delivered through fully- managed secure perimeter data
enclaves specializing in security, compliance, and data and Al governance

Secure perimeter establishes the following:

The system operates within a tightly governed and secured SOC2-Type 2 and SO 27001-
compliant cloud infrastructure, featuring fully integrated virtual desktops. Access is strictly
imited to authorized individuals, who may only interact with permitted data—whether file-
based or networked—through approved applications and infrastructure components. This
setup ensures a high-integrity audit trail that records all permissions and inferactions, thereby
enabling comprehensive auditability of all acftivities conducted within the secure enclave.
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SECURE PERIMETER IN THE CLOUD

On-Premise Highly-Restricted Zones (HRZ)to secure and govern accessto sensitive data, apps and
networks ( ISO 27001, SOC 2 Type 2, GDPR, PCI-DSS, HIPAA, FINRA, OSFI, 23 NYCRR 500, SEC, SOX,
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IMMEDIATE, SECURE, CONNECTED

IAM

Endpoint Protection

Data Protection

Virtual Desktop

Cloud Protection

Infrastructure

Incident Management & Response

Al Governance

Proven, Global Solution,
Immediate availability,
guaranteed savings, and
maximized margins
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CENTRALIZED SOLUTION

Immediate Enterprise Azure
Secure Perimeters (SO .- Secuny
27001, GDPR, SOC2 TypeQ, o Defender
PCI-DSS, HIPAA, FINRA, Zero AVD w Azure
Trust, more). VDI/Daa3 /'w\ Cloud
= Microsoft 365
Centralized management, |
provisioning and cost Intune- ., /| T A
MRS MSIX 0 o | a zure Al
opfimization Compufte ’ = |12}
Azure Marketplace. . = ® Operational
Storage
ACR Accelero’ror, MACC. ’ MINDCORE SECURE PERIMETER PLATFORM

= Microsoft Azure

SECURE CLOUD WORKSPACE AND MICROSOFT AZURE
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CENTRALIZED ENTERPRISE CYBER DEFENCE AND DATA
GOVERNANCE SERVICE CATALOGUE

DATA IDENTITY ACCESS CLOUD Al VIRTUAL INCIDENT
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SAMPLE MANAGED SERIVCES / USE CASES:

SECURE HYBRID WORK

P

RIVILEGED ACCESS MANAGEMENT (PAM)

CYBERSECURITY AND ZERO-TRUST

B

USINESS CONTINUITY AND DISASTER RECOVERY

Al DATA GOVERNANCE
SELF-SERVICE TRANSFORMATION
AUDITOR AND DUE-DILIGENCE ENABLEMENT

P
E
P
B

ENTESTING AND RED-TEAM ENABLEMENT
NGINEERING AND GRAPHICS WORKSTATION
ROVISIONING

USINESS CONTINUITY AND DISASTER RECOVERY
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On-Premise
Cloud
Hybrid
SaaS
Legacy

BETTER TOGETHER - COMPLIANCE

SECURE CLOUD WORKSPACE MANAGER Al - GOVERNANCE

|

End Point|Role Based| Controlled Enterprise Enterprise Data

: Access :
Isolation Data Access Policy
Data/Apps

Compliance support and automatic evidence gathering

Data and Al governance
Evidence gathering and chain of custody

Cyber incident response

8% Microsoft 365

W, Mirosoit

< 5QLServer

- Azrure 5L
Database Serve

* SharePoint

1 Power Bl
Microsodt Dymamics 365
oé-n Business Central

€y Purview
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On-premise
Cloud
Hybrid
Saas

Legacy

SECURE CLOUD WORKSPACE - Al GOVERNANCE

SECURE CLOUD WORKSPACE MANAGER Al - GOVERNANCE 8" Microsoft 365

End Point |Role Based Controlled Enterprise Enterprise Data

Isolation | Access Access Data Access Policy

Data/Apps

= Azure 5QL
Database Serve

a SharePoint

Audit and Forensics to Data Services

1 Power Bl

Microscft Dymamics 365
Business Central

€Y Purview
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CUSTOMER 2 CUSTOMER 3

CUSTOMER 1

CUSTOMER 4

BCDR SERVICE

SECURE CLOUD WORKSPACE
MANAGER 3.0

oo

mesofAs
L

AZ B BCDR-REGIONC, AZC

m o= | m CLOUD A AZURE- REGION A,
f 7’-\5 \ AZ A CLOUD B AZURE - REGION B,
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Mindcore VDI/Daa$S

Aplication Security, Vulnerability & Management

Linux/Windows

Microsoft AVD GPU

Vulernability Management

Threat Modeling

Web Application Firewall

Application Layering

Penetration Testing

Mindcore SKD (Software Fevelopment Kit)

Mindcore Al 2.0

Networking

Cybersecurity

Data Security & Governance

Data & System Isolation

Collaboration & Comms

|dentity & Access Mngt

Access Control

Audit, Monitoring, & Reporting

Mindcore Manager 3.0

Secure Perimeter Data Enclave

Centralized Management

Centralized
Provisioning/Optimization

Incident Monitoring and Response

Digital Forensics

Activity Monitoring & Analysis

Endpoint & Detection Response

Threat Intelligence

Incident Monitoring & Response

Log Management

Incident Management

Network Detection & Response

Endpoint Protector 4.5

Advance Endpoint
Segmentation

Workload Management

Application Whitelisting

System Images & Patch
Management

Anti - Virus

Mindcore Crypto 3.0

Data In - Transit Encryption

Data At-Rest Encryption

Certificate Management

Key Management

Quick Protection 3.5

Data Discovery & Classification

Data Right Management

File Monitoring

Data Activity Monitoring

Data Loss Prevention

Data Transfer

Role Based Access Mngt

Cloud Protector 4.0

Cloud Security Posture
Management

Container Security

Cloud Access Security Broker

Workload Protection

Secure Landing Zones

Identity Manager 4.0

Access Control

Privileged Access Management

Password Control

Multi-Factor Authentication

Remote Access Protection

Single Sign - on

Federated Access

Resilience & Connectivity

Backup & Restore

Business Continuity

Disaster Recovery

On-Prem to Cloud Connectivity

Infrastracture Protection

Network Segmentation

APT Protection

Firewall

Network IPS/I0S

Instrusion Detection

AP| Gateway

Web Gateway

DNS Security

SSL Offloading

DDOS
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BUILDING, SECURING, AND MAINTAINING A HYBRID WORK
FORCE PLATFORM IS AN %SE?II:IlIJgE\Nl?OﬁASTER. IT DOESN'T NEED TO
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BETTER TOGETHER

BETTER TOGETHER | CYBERSECURITY CORE FOCUS | Dorme RorGar
Enterprise Secure Enclaves MINDCORE | MICROSOFT [ crowosmmnc | 4 paloalto | 41§ okta | splunk> | proofpoint |4 netskope | ezscaer | CilTIX | Vmware Google | /4 Azure
Integrated Secure AVD X X 4 X X X x X X X X X
Azure Compute Included N/A b4 % X x b 4 x % N/A
Microsoft 365 Integration N/A b4 4 % X b 4 X X X b 4 N/A
o e ks x | x x x X
Complance, Foronsos &audt X X | % | % | x| X | X %
Privleged Access Management b 4 p 4 )4 ® X X
E « | x| x| x
Includes MicrosoftOS Licensing X X X
Al Governance x X X X X x
Il\rll’fng;greerg:::r(] ID - SAML Identity x x x -_x x x x
Marketplace, ACR Accelerator o X ) 4 2
& MACC Eligible
AVD Integrated, unified,and X X X X X
automated policies
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